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The purpose of this Aging Program Dlrec‘uve is to establish and implement

requlred procedures for the security of protéctive service data maintained in thé
SAMS and Omnja databases, while enabling access to alithorized personnel.

Prior to Agenet, the Consumer Protection Division could access any protective
service file directly through SAMS or OMNIA, utilizing a universal password. This
was possible because the data was stored af the Department and was not
current data. In order to have direct access, the password was removed at the
Depaﬂmeﬁt allowing for file reviews to bs conducted without any disruption at the
agency level. With Ageniet, the data is current and Is not stored at the
Department. Therefors, the passwords cannot be changed of removed at the
Department because doing so would impede access at the agency level,

“Forthe purpose of monitoring and oversight, there are times when the Consumer
Protection Division needs to have immediate aceess to protective service data.
In- order to maintain access and security at both the State and local level, it is
necessary to require each agency to use a unique, assigned password known
only o protective service authorized personnel at each agency and at the
Department. The use of universal passwords is ongoing. in many agencies
currenily and there have been no breeches of cotifidentiality to our knowledge.

TOCEC ) eument it ective semce
data mamtamed in the SAMS and Omnia databases Each agency will recelve




from the Department an assigned password 1o use-on all protective service forms
i ‘Omnia. This unigue password will be provided to each: Director or hisfher
designee. during the wesk of March 17, 2008, and is to be implermented on March
24 2008, In order to avoid havmg t6 have each agency resét each individualized
password that had been used prior to this Directive, the Department will reset

these passwerds overnight between March 23 and 24, 2008, to the one provided

by the Department.

This Directive does not relieve any staff from the requirements of regulation
15.103 that outlines responsibiiities of staff with access to confidential
information. Additionally, if at anytime an agency has reason to believe thaf their
unique and assigned password should be changed in order to ensure
confidentiality, the agency is to immediately contact the consumer protection
d:wsxon

Any questions regarding. this directive shouid be directed to Deb Carrofl at (717)

705-4206 or dearroli@state.pa.us or Phylls Marquette at (717) 772-2935 or

Bm arquette@state Paus .
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